CBO/J ITPABIJI
no 0e3onacHoi padoTe COTPYAHUKOB OPraHOB MCIOJHUTEIbHON BJIACTH
Camapckoii 00J1acTu, rocygapcTBeHHbIX opranoB Camapckoii odaacru,
OPraHOB MECTHOI'0 CAMOYINPABJIEeHHS MYHUIUNIAJIbHBIX 00pa30BaHuii B
Camapckoii 00J1aCTH ¥ OABEIOMCTBEHHbIX UM OPTraHU3ALMA NIPH
HCNoJb30BaHuu ceTH HTepHET, ocylecTBIeHUN HH(POPMALMOHHOT 0
B3aMMO/IeliCTBHUS C CEPBUCAMM IOCYAaPCTBEHHBIX HH(POPMALMOHHBIX
CHCTEM

1. O0mue moJ10KeHUA

1.1. Hactosmuit CBox mpaBuil 1o Oe3omacHOM paboTe COTPYAHUKOB
OpraHOB UCHOJIHUTEIbHOM BiacTH Camapckoil 001acTH, TOCYIapCTBEHHBIX
opranoB  Camapckoil ~ oOjacTd, OpPraHOB MECTHOIO  CaMOYMpaBJICHUs
MYHHUITUTIATBHBIX 00pa3oBanuii B CaMapckoi 00JacTH U MOJIBEIOMCTBEHHBIX UM
OpraHM3aluii NP  HUCHOJIB30BaHWU CceTH HTepHET, OCyIIecTBICHUH
UH(POPMALIMOHHOTO  B3aUMOJICHCTBUSL C  CEpBUCAMU  TOCYAApPCTBEHHBIX
nH(pOpMaIMOHHBIX cUcTeM (nanee — CBOJ MpaBwI, MOJIH30BATENH) pa3padOTaH B
COOTBETCTBUHM pekoMeHAanusmu pemiernss Koopaunanmonnoro Coera 110
3amuTe MHPOPMAlMM TPU TMOJTHOMOYHOM TpeacraButene llpesumeHta
Poccuiickoii @eneparuu B [IpuBomkckom genepanbaom okpyre ot 27.04.2016.

1.2. CBox mpaBwsI OCHOBaH Ha TpeOoBaHuUsAX DenepaabHOTO 3aKOHA
ot 27.07.2006 Ne 149-®3 «O06 unpopmaruu, "HGOPMAIIMOHHBIX TEXHOJIOTHSIX U
0 3amuTe WHPOpMalMKW», HOPMATUBHBIX MpPaBOBBIX akTax Poccuiickoii
denepanuu, peryIUpyONIMX OTHOMICHUS B 00JIaCTH 3aIIUTHl HHGOPMAIIIH.

1.3. Henssmu CBOMA paBUIT SIBIISFOTCSL:

- perynupoBaHue pabOTHl TOJB30BATENIed TPU HCIOJIH30BAaHUHM CETH
WuTepHeT 1 oCylIecTBIEHNN HH()OPMALIMOHHOTO B3aUMOJIEHCTBUS C CEPBUCAMU
rOCyIapCTBEHHBIX HH()OPMAIIMOHHBIX CHCTEM;

- obecrieyeHre IeIOCTHOCTH, KOH(PUACHUUAIBHOCTH W JOCTYIMHOCTU
XpaHALeiics W mepemaBaeMoil  mHGopMaiuw, HaxomsIencs  Ha
aBTOMAaTU3UPOBAaHHBIX pabounx wmectax (Hanee — APM) unm nokaiabHOM

BhIUHUCIUTEIRHOU ceTH (nanee — JIBC);



- coOtoieHue  TpeOOBaHUM, NPEAyCMOTPEHHBIX 3aKOHOJATEIbCTBOM
Poccuiickoii ®denepaniii ¥ HOPMATHBHBIMH TPaBOBBIMH aKTaMU B 00JIacTU
3alUThl THPOPMALUH.

1.4.Tlpu pabotre B cetu MuTepHeT U WHGPOPMAIMOHHBIX CHCTEMax
II0JIb30BATENM PYKOBOJICTBYIOTCS 3aKOHOAATENbCTBOM Poccuiickoit denepanun,
HOPMATHBHBIMH IPaBOBBIMU aKTaMH, HWHBIMU JIOKYMEHTaMH B 00JacTH
UH(GOPMAIIMOHHBIX TEXHOJIOTHI 1 0€30macHOCTH HHPOpMaIHH, a Takxke CBOIOM
IIpaBuIIL.

1.5. lonyck  monb3oBarened ayng  pabotel B cetw  VIHTepHeT
OCYULIECTBJISIETCS B COOTBETCTBUM C HOPMATHBHBIM IIPAaBOBBIM aKTOM Oprasa,
OCYIIIECTRIISIONIEI0 MaTepPHATbHO — TEXHHYECKOe obecreueHue’ COTpyIHUKOB
OpraHOB MCHOJIHUTEIbHON Biactu Camapckoil 001acTH, TOCYIapCTBEHHBIX
opranoB Camapckoil o00JacTM ¥ OpPraHoB MECTHOTO CaMOYIIpPaBJICHUS
MyHUIMOANBHBIX 00pa3oBaHuii B Camapckoil o0sactd, B MH(GOPMALIMOHHBIX

CHCTEMax — B COOTBETCTBHH C MOJOKEHUSIMU 00 ITUX CHCTEMAaX.
2. O0mue mpaBuJia nmoJib30Banust Ha APM

2.1. Tlons3oBartensb OTBEYACT 32 TPaBUIBHOCTH BKJTFOUCHUS
(BeikTrOUeHUS1) APM, BXOJl B cCTEMY | BCE ICUCTBUS IIPHU pabOTE HA HEM.

2.2. APM pa3pemiaercs HMCIOIb30BaTh HMCKIIOYUTEIBHO B CIY>KEOHBIX
TEIsX.

2.3. ITonp3oBaTenp 00s3aH HCKIIOYUTH BO3MOXKHOCTH HEOCTOPOXKHOTO
NPUYMHCHHS BpPela TEXHUYCCKUM U HH(OPMAITHOHHBIM PECYpCaM.

2.4. CucTeMaTH4eCKd OCYIIECTBISTh PE3EPBHOE KOMUPOBAHUE BAXKHOU

b s OpraHoB ToCyJapcTBeHHON Biactm Camapckod 0O0JacTH, B COOTBETCTBHHM C TOCTAHOBJICHUEM
IIpaButensctBa Camapckoit obmactu ot 21.05.2009 Ne 234 «O6 yrtBepxkaeHuu IlepedHss oOpraHoB
UCTIONHHUTENbHOM BiactH Camapckoidl 007acTH, OpPraHW3aLHUI0 MaTePHATbHO-TEXHHIECKOTO OOeCIeueHHs,
JEATEIIFHOCTH KOTOPBIX OCYIIECTBISIET JEMapTaMeHT yIpaBieHus aenamu I 'ybepratopa Camapckoit 001acTu u
IIpaButensctBa Camapckoit oOmactu, u Ilepednss rocyaapcTBeHHBIX opraHoB Camapckoi o0iacTH,
OPTaHH3AIMI0 MAaTEPHATbHO-TEXHUIECKOTO O0ECTICUEHHSs NESITEIbHOCTH KOTOPBIX OCYIIECTBISIET JCapTaMEHT
ynpasienus aenamu ['yoepaatopa Camapckoit oonactu u [IpaButenscrBa Camapckoi 001acTH» HOPMAaTHBHBIM
aKTOM SIBIISIETCS IIpUKa3 JenapTaMeHTa ynpaBiieHus Jeinamu [yOepHatopa Camapckoil ob0nmactd |
IIpaButensctBa Camapckoii obnactu ot 07.12.2010 Ne 241n «O mopsiike HCIIOJIB30BAHHS CETH MHTEPHET» C
U3MEHEHUSMU BHECEHHBIMU Ipuka3oM oT 07.11.2011 Ne 40m.
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uHpopMaluu, xpansiieics Ha APM nonb3oBarens.

2.5. CucteMaTu4yecku MpOBEpsATh OOHOBJIICHHWE aHTHUBHUPYCHOW 0a3bl (Kak
IOpaBWJIO, B HACTPOMKaX aHTUBUPYCA, YCTAaHOBJIEHO HX aBTOMAaTHYECKOE
OOHOBIICHHE).

2.6. Bo Bpemst paOoTbl 3KpaH MOHHTOpa KOMIIBIOTEpA pacloJiaraTb B
NOMEIIEHUH  TakuM  00pa3oM,  YTOOBl  HUCKIIOYUTh  BO3MOXXHOCTH
HECaHKIIMOHUPOBAHHOT'O O3HAKOMIICHUS ¢ 0TOOpakaeMoil Ha HeM uH(popMaluei
INOCTOPOHHUMH JIMIAMH, IUTOPbl Ha OKOHHBIX IIpOE€Max JOJDKHBI OBITh
3aBelIaHbl (KAJIIO3U 3aKPBITHI).

2.7. IIpy BpeMEHHOM OTCYTCTBHUH IOJIb30BaTENs HA paboyeM MECTe SKpaH
MOHMTOPA JOJHKEH OBbITh MOTYIIEH WM UCIIOJIb30BaHA SKpaHHasl 3aCTaBKa.

2.8. Cobmonate TpeboBanusi maponsHOM monutuku (Pazmen 8 Csoaa
IIpaBUII).

2.9.0060  Bcex  BBIABICHHBIX  HAPYIICHUSAX,  CBA3aHHBIX  C
MH(OPMAIMOHHOW 0€30MaCHOCTHIO, @ TaK K€ ISl MOJIYYeHU KOHCYJIbTALUHI 1O
BOIlpocaM HMH(POPMAITMOHHON O€30MacHOCTH, HEOOXOJUMO O0O0pamarbcs K

aMUHHUCTpaTopaM HWHQPOPMAIIMOHHON CceTH M (WIM) CHeuuaiucram 1o

UH(POPMaLIMOHHON 0e3omacHOCTH COOTBETCTBYIOILIUX CTPYKTYPHBIX
MOAPA3ACICHUN.
2.10. conp30BaTh  AMEKTPOHHYIO Tmoamuck (mamee — OII) B

COOTBETCTBUM ¢ PykoBo/cTBOM (TIpaBMiIaM) MO OOECIIEUEHUIO HCIIOIh30BaAHUS
OIl u cpencts D11, BBIZAHHBIM yJIOCTOBEPSAIOIIUM LIEHTPOM.

IToab30oBaTessiM 3anpeniaeTcs:

2.11. OtkpeiBath Ha APM (haiinel 1 3amyckaTh IpOrpaMMBbl, TOTYYEHHBIC
13 HETIPOBEPCHHBIX UICTOYHUKOB.

2.12. IlepenaBaTh cBOM UACHTU(PUKANMOHHBIC JaHHBIC (ITAPOJIU, IOTUHBI),
aTpuOyThl JOCTyna K pecypcam HH(DOPMAIMOHHOW CHUCTEMbI MOCTOPOHHUM
JULAM.

2.13. Otxirouath (OJIOKHPOBATH) CPEACTBA 3AIIUTHI HH(OPMAITUH.

2.14. [IpuBnekatb MOCTOPOHHUX JHI] JJi MPOU3BOJCTBA PEMOHTA WM



HacTpoviku APM.

2.15. Pazrnamates oOpabateiBaeMyt0 HHPOPMAIIHIO TPETHHM JIAIIAM.

2.16. KonnpoBath ciry>keOHYI0 MH(POpPMAIUIO Ha BHEIIHUE HOCUTEIH 0e3
pas3pelieHus: pyKoBOJICTBA.

2.17. CamoCTOSATENBHO yCTaHaBIINBATh, TUPAKUPOBATH, WIH
MOAU(UITUPOBATh MPOTrpaMMHOE OOecCleueHne W amnmapatHoe oOecredeHue,
W3MCHSTh YCTAHOBJICHHBIA aNTOPUTM (PYHKIITMOHUPOBAHMS TEXHUYECKUX H
MPOTrPAMMHBIX CPEJICTB.

2.18. HecaHKITMOHMPOBAHHO OTKPHIBATh OOIIMI JOCTYyN K Tamkam Ha
APM.

2.19. OcymectBisate noakmtoueHue k APM u JIBC mocTopoHHHX U
JUYHBIX YCTPOMCTB (Hampumep: CcMapTQOHBI, TeNEePOHbI, CUHUTHIBATEIU
uHpopmanuu, usnydarone ycrpoiicrea (Wi-Fi, Bluetooth,pagromonemsr) u

T.IL.).
3. [IpaBuia noJsn3oBanus B cetu UHTEpHET

3.1. Pecypcbl cetu WHTEpHET NpENOCTABISIOTCA TOJIH30BATEISAM IS
noJydyeHus: HWHPOpMAIMK HEOOXOIUMOW IS  BBIMIOJIHEHUS  CIIYKEOHBIX
00s13aHHOCTEH.

3.2. Ilonb3oBaTenb 00s13aH HE npeAnpUHUMATD MONBITOK
HECAaHKIIMOHUPOBAHHOTO JOCTyMa K HMH(OPMAIMOHHBIM pecypcam, JOCTyN K
KOTOPBIM €My OTpaHHYEH.

3.3. Ilonb30BaTeNlb MOXKET MOCEHIaTh TOJBKO TE€ PECYPCHI, COAEpIKAHUE
KOTOPBIX HE NMPOTUBOPEUYUT 3aKOHOAATENbCTBY Poccuiickor Denepanuu, a Uelb
MOCEIIEHUS T0JKHA OBITh CBSI3aHa C €T0 CIYKEOHOU JAeSITeTbHOCTBIO.

3.4. BuuMarenbHO HaOMpaTh HMMEHA CaWTOB, OCOOEHHO Ha KOTOPBIX
npoBojsATcsa puHaHCOBBIC onepanuu. [loaaenpHbIe CAlThl MOTYT UMETh OTIUYHE
Jla’Ke OJIHOTO 3HAKA WJIMA TOT K€ BUJI, YTO U OpUTMHAJIbHBIE. Takue callThl MOTYT
coJlepKaTh HEBHUJIMMbIE O0JIACTH, Ha)KaTUE Ha KOTOPHIE MOXKET MPUBECTH K

3apaxeHuto APM BpeIOHOCHBIMM NpOrpaMMamMu WIH IE€pPEHANpaBICHUE Ha



5

3apakeHHbIe cailTbl. bonee Oe3omacHO He HaOWpaTh BPYUHYIO HAUMEHOBAHUE
caiiTa, a MoJb30BaThCA 3apAHEE CACITAaHHBIMU 3aKJIaKAMU.

3.5. B Hacrosee Bpems KHOEPIPECTYNMHHUKH CO3JAIOT TOJAEIbHBIC
caiitel AkoObl nns oruiatel 1mTpadoB ['MBJJ] wmm odopmienus 3asiBKu Ha
KpeauT U apyrux ueneid. Ha He mpoBepeHHbIX caliTaX BBOJ KOH(PUACHIINAIbHBIX
JTAHHBIX HE PEKOMEH1yeTcs!

3.6. Kateropuyecku 3ampemieHo HWCHOJb30BaHWE [UISI  CIIY>KEOHOM
NESATENIbHOCTH ~ HMHOCTPaHHbIX  VHTepHET-cepBHUCOB  cHCTEM  OOMEHa
MTHOBEHHBIMH COO0OIIeHNsIMH, TojocoBoii U BuaconHpopmarmenn (ICQ, QIP,
Jabber, Viber, Whatsap, Skype u T.1.), 00JauHBIX CEPBHCOB XpaHCHHS
undopmanuu (ICloud, Google Drive, Dropbox u T.1.).

3.7. ITomp30BaTEIISIM 3aIPEIIACTCS

- ACII0JIB30BAaTh JOCTYI K ceT VIHTEpHET B JINUHBIX LETAX;

- IOCeuIaTh 10CYrOBO-Pa3BIEKATEIbHbIE CAUTHI;

- ICTIONB30BaTh JOCTYNl K ceTu WHTepHeT aJid paclnpoCTpaHEHUs W
TUPAXKUPOBAaHUA MH(GOpPMAaLMU, KOTOpas HallpaBjIieHa Ha MpomaraHay BOIHBI,
pa3)KUraHue HaAMOHAJIBHOM, PACOBOM WM PEJIUTHO3HOM HEHABUCTU U BPaXKIbl,
a TaKkKe MHOM HMH(pOpMAaIMH, 3a pacHpOCTpPaHEHHUE KOTOPOW MperycMOTpeHa

YTOJIOBHAsI WIM AIMUHUCTPATUBHAS OTBETCTBEHHOCTb.
4. IlpaBuiia padoThI € 3JIEKTPOHHOI MOYTOI

4.1. Jlna  caykeOHOW  NEATeNbHOCTH  HEOOXOJUMO  HCIOJB30BaTh
ANIEKTPOHHYIO TmouTy jJomeHa [IpaButensctBa Camapckoi —«samregiony,
MOYTOBBIE CEpBEpa TOCYAAPCTBEHHBIX opraHoB Camapckoil 00jgacTu, OpraHOB
MECTHOTO CaMOYIPABJICHHUS MYHUIMTAIBHBIX o0Opa3oBanuii B Camapckoii
00JaCTH W TIOJIBEIOMCTBEHHBIX WM opranm3anuii. Hcnojib30BaHue HHBIX
00IIEeIOCTYNMHBLIX TMOYTOBBIX CEPBUCOB JIOJKHO OBbITh HMCKJIIOYEHO.
Hcrmonp3yst  oOMmIEAOCTYIIHBIE  TIOYTOBBIE  CEPBHCHI BBl  CO3HATEJIBLHO
MpeIOCTaBIIsIeTe TIepelaBacMyl0 MH(OpPMAIIMI0O 3TUM CEpBHCAaM W OHA MOXKET

OBITh TOCTYITHA TPEThUM JinlaM. KaTeropuyecku 3anpemeHo ucmnoJib30BaHue
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HHOCTPAHHBIX MOYTOBBIX CEPBHUCOB eKTPoHHO# mouThl (Gmail, Yahoo u
T.J.) I CITy>KEOHOU J1eSITENbHOCTH.

4.2. Ilpu MoJay4YyeHUH HJIEKTPOHHOIO MUCHhMA C BIIOXKEHHEM HEOO0XOIUMO
BHUMATEJIBHO TOCMOTPETh ajpec OTHpaButeis. B ciydae, eciam 3TOT ajapec
HEU3BECTEH, UM OTIUYAETCS OT PEaTbHOTO XOTS Obl OJTHUM 3HAKOM, OTKPBITHE
BJIOKEHUN TakuX TMHCeM He O0e30MacHO, MOCKOIbKY MOTYT COAEpXaTh
BPEIOHOCHBIE MPOTPAMMBI.

4.3. B mnocnenHee Bpemsi 3apUKCHUpOBaHA pAcChUIKa HA 3JIEKTPOHHBIE
aZjpeca MoJib30BaTeeH, a Takke Ha OPUIMATIbHBIC MOYTOBBIC SIIUKKA OPTaHOB
ucCnojJHUTEeNbHOM Biaacth Camapckoil 00JacTM U OpPraHOB  MECTHOTO
CaMOYNpaBJIEHUS] MYHUIMNAIbHBIX OoOpa3oBaHuii B Camapckoil 0051acTH, BO
BJIOKEHUM K KOTOPHIM COJIEPIKATCs BPEIOHOCHBIC (haliabl THIMA «AKTHI
CBEPKH.ZIp», «Kommepueckoe NPEJIOKEHHUE. ZIPY, «CynebHoe
MIPOU3BOJICTBO.ZIP», C PA3IMYHBIMU TpadUueCKUMH H300paxeHusiMU. Takue
BJIOYKEHUS, KaK MIPaBUIIO, coaepxKaT BUPYCHI-IIN()POBATTBITIKI
(Trojan.Encoder), koTopble MMUTHPYIOT 3aBUCAHUE OIEPAIMOHHOW CUCTEMBI
Windows kommbtoTepa ¢ MUQPYIOT JOKYMEHTHI  IOJb30BaTENEH C
pactmmmpenusmu *.doc, *.xlIs, *.pdf, *.txt, *.jpg, *.tif, *.rar, *.zip u apyrumu,
HEKOTOpbIE NEpEatoT (BOPYIOT) MH(OPMALIMIO Ha CTOPOHHUE CepBepa.

Bupychl-liM(poBaIbIIUKA  He OMNpeNessilioTCSl AHTHUBHPYCHBIMU
NporpaMMaMu B MOMeHT 3apa:kenusi APM.

4.4. 1lpu monyyeHUM MHChbMa OT HEU3BECTHOIO ajpecara, HE0OOXOIUMO
CBSI3aTbCA C HCIIOJIHUTENEM M YTOYHHUTH MPOUCXOXAeHUE (¢aitnoB. B ciyuae
HEBO3MOXKHOCTH YCTAaHOBHUTb IPOHMCXOKJIEHHE MHCbMa, HEOOXOIUMO €ro
yIaJuTh, HE COXPAHSISl U HE 3aITycKasi IPUI0KEHHBIC (hailIbl.

4.5. 3anpenaeTcsi mepeaBath MHGOPMAIMIO OTPAHWMYEHHOTO JIOCTYTa
yepe3 cerb MHTepHeT (B TOM uMCIE MOCPEACTBOM AJIEKTPOHHOM MOYTHI) O€3
UCITI0JIb30BAHUS CPEJICTB 3alIUThI HH(POpMAIUK.

4.6. 3anpemaeTcsi OCYIIECTBISATH MAaCCOBBIE PACCBUIKA BJIEKTPOHHOM

MoYThI HeclTykeOHoro xapaktepa (CITAMa).
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4.7. Heo6x0oauMo CBOEBpPEMEHHO OUUIIATh CBOM MOYTOBBIH SIIIHK.

5. HpaBmIa MOJb30BaAHHUSA INOCYAAPCTBCHHBIMHU U MYHUIIUTIAJIbHBIMHA
I/IH(l)OpMa]_lI/IOHHbIMI/I CucreMmamMmmn

5.1. APM, wucnonb3yembie maisi  pabOTBl C TOCYIAapCTBEHHBIMH U
MyHUIIUNATBHBIMA HH(pOpMalMoHHbIMU cucTemMamu (panee — ['MMC u MUC)
JOJKHBI  COOTBETCTBOBATH TPEOOBAHMSIM, W3JIOKEHHBIM B JOKYMEHTAIlUU
coorBercTByrommx ['MMC u MUC.

5.2. Ilepen nauamom pabdotel B MIC m MUC mnonp3oBarenu AOJKHBI
O3HAKOMUTbCS C TMpaBujaMu padboTel B cooTBercTByromux [MC u MUC

(MHCTPYKLIMSIMU TOJTB30BATEIISIM).

6. IIpaBuia paGoTsbl B aBTOMATH3HPOBAHHOI HHGOPMALMOHHOT
CHCTeMe JOKYMEHT0000pOTA 1 /1eJIONPOU3BOACTBA B AIIMUHUCTPALIUMN
I'yoepnaTropa Camapckoii 00;1acTH, cekperapuare IlpaBurtesibcTBa
Camapckoii 00J1acTH 1 OpraHax MCIOJHUTEIbHOI BiacTu Camapckoi
obsacT

PaGota B  aBTOMaTM3upoBaHHOW  HWH(POPMAIIMOHHOW  CHUCTEME
JIOKYMEHTO000poTa U nenonpousBojictea (nanee — AVUC JIJ1) AnMuHUCTpanuu
['y6epnaropa Camapckoii obnactu, cekperapuare [IpaBurensctBa Camapckoit
o0acTH ¥ OpraHax MCHOJHUTENbHOW Biactu Camapckoil — oOmactu
OCYUIECTBIISIETCS C MPUMEHEHUEM 3JIEKTPOHHOM MOJIUCH, B COOTBETCTBHH C
npuioxkeaueM No 1 «MHCTpyKIuu MO AENONPOU3BOACTBY B AJIMUHHCTPALIMU
['y6epraropa Camapckoii obmactu, cekperapuate [IpaBurensctBa Camapckoii
o0acTM W OpraHax HCHoJHUTENbHOM Biactu Camapckoil — obiactuy,
YTBEPXKJIEHHONW  pacnopspbkeHrem  ['yOepnatopa  Camapckoir — oOmacTu

0T 29.04.2013 Ne 234-p.
/. IlpaBWjIa aHTUBMPYCHOM 3aIIIUTHI

7.1. lns obecrieyeHus: aHTUBUPYCHOM 3alIUThl JOJKHO HCIIOIb30BATHCA
cepTU(ULIPOBAHHOE JULEH3UOHHOE aHTUBUPYCHOE IPOrpaMMHOE

oOecrieueHue.
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7.2. SIpAbIK aHTUBHUPYCHOM MpOrpaMMbl, Kak IMPaBUJIO, HAXOIUTCS B
o0nacTd yBEIOMJICHHS WJIM Ha BKJIAQJKE «OTOOpa)kaTh CKPBITBHIC 3HAYKID)
(HWOKHUH TIpaBBIN YTOJI DKpaHa).

7.3. [lonb3oBarenu npu padboTe ¢ BHEINIHUMH HOCUTEISIMH HMH(OpMAaLUU
00s13aHbl Tepe]] HavyajioM pPabOThl OCYIIECTBUTh MX MPOBEPKY Ha MpPEIMET
OTCYTCTBHS KOMIIBIOTEPHBIX BUPYCOB.

7.4. OGHOBIIGHWE  aHTUBHUPYCHOM  MpOrpaMMbl, KaKk  MpaBUio,
IPOU3BOJUTCSI aBTOMAaTHYECKU, B IPOTUBHOM Cllydyae HEOOXOAMMO OOpaTUTHCS
K agmMuaucTparopy JIBC.

7.5. [lepuoguueckoe TECTUPOBAHUE BCETO YCTaHOBJICHHOI'O
OpPOrpaMMHOr0  OOeclieyeHus] Ha  OpeIMeT  KOMIBIOTEPHBIX  BHUPYCOB
npou3BoaUTCs aBToMartnuecku. I[lomnyto mnpoBepky APM  HeoOxoammo
MPOBOAUTH NIPU YCTAHOBKE AHTUBUPYCHOM MPOTpPaMMBbl, B CIy4asiX MOJO3PEHUS
3apaX€HHUEM, Iepuondecku 1 — 2 pa3a B roa.

7.6. B cnyyae oOHapyeHUS MOJO3PUTENBHBIX MPOrpaMM CpadaThIBaeT
aHTUBUPYC M HEOOXOAMMO NPEKpaTUTh Kakue-aubo nerictBus Ha APM u
oOpatuThcs k anmuuuctpatopy JIBC.

7.7.B cinydae oOHapyXeHUS BUpyca, HE TMOAAIONIETOCS JICUYCHUIO,
anmuauctparop JIBC, oTBeTCTBeHHBIM 3a oOecnedeHrue O€30MacHOCTH
uH(pOopMaIUK, NIPUHUMAET MEPbI IO BOCCTAHOBJIEHUIO PAO0OThI CUCTEMBI.

7.8. Bupychl-mmppoBaIbUKK HE  ONPEACISIOTCS  aHTUBHPYCHBIMH
MporpaMMamMu B MOMEHT 3apakeHus APM.

7.9.B Tex cmywasx, korma 3apaxenue Bupycom APM Bce-Taku
MIPOU30IILI0, HEOOXOUMO:

- HEMEJIEHHO OTKJIIOYUTh KOMIIBIOTEp JJIi OCTAHOBKH JIEWCTBHIA
BPEIOHOCHON MporpamMMbl U HE BKJIIOYaTh KOMIBIOTEP € 3amn(pOBaHHBIMU
JAHHBIMH, T.K. BO BPEMS BKIIFOUEHUN W MEpe3arpy30K MPOUCXOAIT W3MEHEHUS
(bailyioBOM CUCTEMBI KOMITBIOTEPA;

- HE TMBITaThCS CaMOCTOSATEIBHO M3MEHSATh PACIIMPEHUs 3apa’KeHHBIX

GdaiiyioB, a TakkKe yAalnATh J0Oble ¢alael ¢ pabouyero KOMIbIOTEpa H



AJIEKTPOHHBIE COOOIIICHHS,;

- 00paTUTBhCST K JOJHKHOCTHOMY JIMILy, OTBEYAaIOIIEMy 3a YCTaHOBKY
aHTUBUPYCHBIX MPOrpaMM, obecrieueHne 0e30MacHOCTH MH(POpMAIMU B CBOEM
CTPYKTYPHOM IOAPA3/EIICHNN;

- 00paTUTBCSI K TEXHMUYECKUM CHELMATUCTaM M0 HH(OPMalUMOHHBIM
TEXHOJIOTHIM, 00CITYKUBAIOIIKUM Baliry BEIYMCITUTENBHYIO TEXHUKY;

- 00paTUTHCS B CIy:K0y TEXHHUECKOHN MOJACP KU yCTaHOBJICHHOH y Bac
AHTUBUPYCHOW NPOrpaMMbl U COBMECTHO C HUMH IIOIBITATHCS BOCCTAHOBUTH
yTpayeHHYI0 UH(}OpMAIHIO.

[To wuHdpoOpmamMu  NpPOU3BOAWTENEH  AHTUBUPYCHBIX  IPOrpaMM
BO3MO>XHOCTh BOCCTAaHOBJIEHUSI MH(GOpMAalMd — MHUHUMAajlbHA, T.K. Kaxaoe
BPEJOHOCHOE COOOIIEHNE COACPKUT MHANBUIYAIbHBIN (halia-IHPpOBATBLIUK.

HanomuHaeM 0 HEOOXOIMMOCTH NPOBEACHUS PETYJISPHOM MpPOLEAYpHI
PE3EepPBHOIO KOMUPOBAaHUS BCcel BaxxHOUW pabodeil mHpopmanuu APM, T.K. 310
MO3BOJMUT OBICTPO BOCCTAaHOBUTH Bamm naHHbIE B clydyae UX MOBPEXKICHUS

(3apakenusi)!
8. [IaposbHasi MOJIUTHKA

8.1. Unentudukanus v mpoBepKa MOJJIMHHOCTH MOJIH30BATENS MIPU BXOJIE
B APM, wuH)OpMAIIMOHHYIO CHUCTEMY MOXKET OCYIIECTBISATHCS IO MAPOJIIO
YCIIOBHO-TIOCTOSIHHOTO JIEHCTBHS, C WCITOJIb30BAaHWEM aIlllapaTHBIX CPEJICTB
(TouchMemory u ap.), ¢ ucnonaszoBanuem Jl1.

8.2. [lonnass rmaHoBas CMEHa TapoJied ToJib30oBaTesied  JI0JhKHA
MPOBOAUTHCA PETYIIAPHO (He pexe 1 pasza B 3 mecsa).

8.3. BHemnnaHoBasi cMeHa JJMYHOTO MapOJis UK y/IaJieHHue YYeTHOMN 3arnucu
MIOJIB30BATEIS B CIydae MPEKPAICHHs €0 TTOJTHOMOYHH (YBOJIEHCHHE, TIEPEXO/
Ha Jpyrylo paboTy W T.I.) MODKHA TPOU3BOAMUTHCS HEMEMJIEHHO IIOCe
OKOHYAHHUSI MOCJIEAHET0 ceaHca paboThl JAHHOTO MOJIb30BATENS C CUCTEMOM.

8.4. B cnydae xommpomeTaiiuu (yTpaThbl, pa3riialieHus, Kpaxu, B3JIOMa)

JIMYHOI'O MapoJIA I10JIb30BATC/Ib HOJDKCH HCMCIJICHHO HNPCANPHUHATL MCPBI 110
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CMEHE MapoJisl.

8.5. Xpanenne moibp3oBaTeNieM ~ 3HAUYEHWH ~ CBOMX  Mapoyied  Ha
MaTepUaJIbHOM HOCHUTENE JIOMYCKAETCS TOJBKO B JIMYHOM, 3alUPAEMOM SIIUKE
(ceiide).

8.6. Ilpu BBome mapoiyis TMOJB30BATEII0 HEOOXOAMMO HCKIIOYHTH
MIPOU3HECEHUE €T0 BCIYX, BOBMOXKHOCThH €T0 MOJCMAaTPUBAHUS TTOCTOPOHHUMH
JUIAMHA W TEXHUYECKUMHU CPEACTBAMHU (CTAIlMOHAPHBIMH W BCTPOCHHBIMHU B
MOOUIIbHBIE TEIEPOHBI BUICOKAMEpPaMHU U T. I1.).

8.7. IIpaBuna hopMupoBaHHS MAPOJIS:

8.7.1. [1aposib JOJIKEH COCTOSATh HE MEHEE YeM U3 BOCbMHU CUMBOJIOB.

8.7.2. B maposie 10DKHBI MPUCYTCTBOBATH CMMBOJIBI TPEX KaTErOpHil U3
YHClIa CIETYIOMNUX YEThIPEeX:

- MPONMCHBIE OYKBHI aHTIIUKCKOTO alipaBuTa oT A 10 Z;

- CTpOYHBIE OYKBBI aHTJIMICKOTO alpaBuTa OT a 10 Z;

- mudpst (ot 0 10 9);

- CUMBOJIBI, HE TMpUHAIeKamue andaBUTHO-IUPPOBOMY  HAOOpy
(mampumep: !,$.#, %).

8.7.3. [laposb HE MOXET cojepx aTh UMs yueTHOU 3anucu [lonb3oBaTesns
WM KaKyI0-TH00 €ro 4acTh.

8.7.4. Ilapob HE MOJDKEH BKJIIOYATh B Ce0S JIETKO BBIYUCIISEMBIC
COYETaHUs CUMBOJIOB, MpocThie maponu thuna «123», «111», «qwerty» u um
nomo0HbIe, a Tak ke MO u gaTel POXKACHUS CBOM W CBOMX POJCTBEHHHKOB,
KJIMYKA JOMAITHUX >KUBOTHBIX, HOMEpa aBTOMOOWIIEH, TeIeOHOB U JpyTHe
MapoJii, KOTOPbIe MOTYT OBITh MOM00paHbl, OCHOBBIBASICH Ha WH(MOPMAIHH O
MOJIb30BaTee.

8.7.5. He wucmonp3oBaTh B KadecTBE IapoJisi OJWH M TOT XKE
MOBTOPSAIOIIMICS CUMBOJI TUOO MOBTOPSIONIYIOCS KOMOMHAIUIO U3 HECKOIBKUX
CUMBOJIOB (HallpuMeEp, «aaaaaaaa).

8.7.6. He ucmonb30BaTh B KayecTBE MapoJii KOMOHMHAILIUIO CHMBOJIOB,

HaOWpaeMbIX B 3aKOHOMEPHOM TOpsIIKe Ha KiaBuarype (Hampumep, 1234567 u
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T.IL.).

8.7.7. He nucmonb30BaTh paHee UCMOJIb30BaHHBIC MAPOJIH.

8.7.8. Ilpu cmeHe mapoiii HOBOE 3HAUCHHUE JIOJDKHO OTJIMYAThCS OT
IPEIBIIYIIEro HEe MEHEe YeM B 4 TO3UITHSIX.

8.7.9. Bo BpeMs BBOjia maposisi HE0OX0AuMO yOEeIUThCs, YTO KiaBHUATypa
HAXOAMUTCS BHE IOJISI 3pEHUS IOCTOPOHHUX JIUII, @ TAK)KE TEXHUYECKUX CPEICTB
(Bumeokamep, oroanmapaTos).

8.7.10. He wucmonb3oBaTh OJUH TMapoJjib B pPa3HbIX HHGOPMAIIMOHHBIX

pecypcax.

9. OTrBercTBenHocTh Ilob30BaTe s

[Tosp30BaTENM HECYT NEPCOHAIBHYIO OTBETCTBEHHOCTD 3@ CBOU JIEUCTBUS
B IIEpPHOJ  OCYIIECTBICHHS  HMHMOPMALMOHHOIO  B3aUMOAECHCTBUSA  C
Hcrojib3oBanueM APM;

3a Hapymenue Hacrosmero CBoja MpaBuil, MOBJEKIIEE HEMPABOMEPHOE
YHUUTOXEHUE, OJJOKUPOBaHUE, MOAU(PUKALIMIO JINOO KOMMMPOBAHUE OXPAHIEMOM
3aKOHOM uHpopMaIu, HapyLIeHue paboThI roCyapCTBEHHBIX
MH(OPMAIMOHHBIX CHUCTEM U pecypcoB, APM mosb3oBaTenss MOXKET ObITh
otkiitoueH ot JIBC 10 BbIsICHEHHSI 00CTOSTENBCTB HAPYLICHHUS.

Hapymenue tpebGoBanmii 3akoHOmaTeNnbcTBa Poccuiickort deneparuu
00 nndopmaiuu, UHPOPMAIIMOHHBIX TEXHOJIOTHUSAX W O 3amuTe UHGOpMAIUU
BJICYET 3a co0oif JUCUUIUITMHAPHYIO, I'Pa’KJaHCKO-TIPAaBOBYIO,
aIMUHUCTPATUBHYIO WJIA YTOJOBHYIO OTBETCTBEHHOCTb B COOTBETCTBUHU

C 3aKOHOJaTenbCTBOM Poccuiickont denepannu.



